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Overview of quantum key distribution metropolitan
optical networking technology
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Abstract: Quantum key distribution is a basic implementation technology of quantum communication, which provides a
secure key distribution method. With the maturity and development of point-to-point quantum key distribution technology,
multi-point to multi-point quantum key distribution networking has become a trend of development in the future. How to
construct a multi-point to multi-point quantum key distribution network is currently urgent problem. The architecture of
QKD-MON was proposed, the key problems and corresponding strategies in QKD-MON were discussed, the applications
of QKD-MON in various scenes were studied, and finally the future development direction and challenges were dis-
cussed. The QKD network architecture proposed can efficiently implement QKD between multiple points and provide
key resources for the customer flexibly.

Key words: quantum key distribution, metropolitan optical networking, security

I RBARTT LR B &Rt i, Hese et
WoE A AN E MU g AR D AN HE B
AR, 15 RS RERKI BT BRI, “H A wlE e S5 1 ) AR R RIE,

RGN BB BIBUA . SUrE ek, 5%
P55 OB ROt 1 [ R i LAY gt %
P77 AN, A5 R 9 2L T I A R AR B Y 2
AR AR e RER, TR

#S BHE: 2019-07-08; f&[E HEA: 2019-08-20
WIEEE: BACK, yonglizhao@bupt.edu.cn
HEWB: EEAKRFBEIEEEIIE (No.61822105)

B FEIS LA A “ U5 It
PO B BRI AR T TR A Y 2% 4
KA T TR

)L HERR R, BT KRB

Foundation Item: The National Natural Science Foundation of China (No.61822105)

2019210-1



%9

TR AT B RO I BRI <169 -

WA DRt 2 I 4 A0 AR AT T e RED IFIR
RGN HET, BT EYIS R AN BRI
[ B L RIWIEE D, BATHCR I s ) A D H 2
(5 SRR B, sk mT LA - o3 Acd
BETRERREE BRI, JUrp, (R IE BT LU M 2%
T R R BRI RO
B oy BRI BOR S 7B 18 5 28 OGBS 1
SRETAA ARG AR 2, AR, oH 0 R i
TPV O 1R 22 )RR T3 B A, K
DUk 199 Py 22 T A B P ) i 281 i ) 1 DR
AR, A BEFE AR T E A RN A 1.
It 7 D 0 R Il 0 A S o v PR A B
FBHEAPET, A R R H AT s

2% BARFL & 5 i 31 T8 B0 RO AE, B
HEORERE S E L S Bl Wl Ja kb piss
TS BRI AL, (R 62005 L 2L T T
KI— RPN RE . AT P 9 R 22 42 B 2y
Ko RGN E P gk AL ek
HFE O PSS RS . IO RO
SR A S Ry 2 L RV 22 4l A, 38 A Sl
B A R P AR R AR LS

Flge T3P0 R0 AN, AR RS A4
R BB ARy R
SRS ISt HFREAR AT BE IR PR TR o
AT T30 RO A AR, 1
S e diRe iy I NS YT v et JiE N e Y (I E
PEMVEEE PERAT 2 R B NS R

2 ETEAD RIS MBI

B B A 43 R RO I v ) 2% T TBUA
MV TE VAR TR SR, 45 G 3 0 2 4H 4 K MR
R R T MR RS RO 4R, H
K 1 R, w5 RIIEOE I 28 B8R 1
2N ELA A DY N Z S #5412 . QKD (quantum
key distribution) JZFEHEE . W= F A k55
I E R SR (RS 22 2590 BRI
JEEK, R BT QKD EAEE = L
WP RV TS R R
S (HAACH . BATLESEIhAE. QKD JZ 1] A%
PSR Z oy a5, DU 2 AR W 2%
VBRI Ry S E T . B A QKD JZ ] 3t
JALLMIE TR, IR P B B K g 454 a8

i, PRI, RETEEAR, jb
R PIMNLIEAT AR . R R0 2 A
TR 3E SCRIPLH R Atik i i 5 i
TEPIBHIRGT— S Fl L f e R A T,
SCHRIX PR BEI I ZE i, e P55 IR
RCERC, SEBLE B AR 20 A H IR o AE 1254 R, QKD
JRBRIEI B BEIRRR 1 REX Bsil g A T s 2 4t
I RE ] T2 HEIE P S SR, XN
Ky sk — Do g 24t

S—a—a
igs

)=

—— J4F & QKDi% v ZIEE &
— EfE{EE —e R0 - - - QKDIETE
Bl 1 3 o I P 2 A

3 ETERSABECAMKERA

3.1 EFEASRBISENET SR

FER YIRS T, BN Y
20 MO TEAR B2 TR B SR 2T AL a1 0B A 2 2R
R diy SE B e R T Ve LAt ik P SA
N5, = FE 5 520U SRR RZE A
ST EE A SRR IR R, SRR T
PIIPR AL B A SERA o HIRET ™ AR (e A T4
MELEI AW, BRI E R SR
s g e 25, DR Ay S 2 ) (AN B 2
RRHAIOCREE TOLBRBL B REEhf g
BB AU B R AT N, = AR SN, B3R PR A o £F e 4
IR IE| 324 s AVEANEE SR THINE /N L
SEA TR AT DB, F A 2 L
SR ETOUAE SRR B R PR B T2
MV, MO LT AR AR, 27 4
=l b A R (TE vA=L b A IR B2 B TN EE R 5
7 il EAEME YO e, B2
7 A AT BE PR A 2 ] 2,

N T SRR L P S 7 U T S O A

2019210-2



170 - wOf o W

40 %

OGN T R IR, R — AR,
*%@A”Xﬁﬁﬁﬁﬁﬂ*%ﬁ%hﬁﬁi?h
T AR, WK 2 PR, BRI,

YR 1 AEE TS MO AE S ) FEAR
TEOUN, P IS A 2 FUASE 1 P B i b 1) d
PN RS

YR 2 AEHEETIHELHIRORTT AR
THOLT, BT 2 HUR . DU AT A % oy 28 A
A TR B 9 B BT SR 52, AT ORAIE S TG Dl
AL

YR 3 EHEE LSS MR T A R
THOLT, B2 HU . DU AT I oy 28 1
A TR B 5 B BT R 52, AT ORAIE S TG AE I A
DL RS

WAk, AEARAIE LR i/ XU T8 2 8] 22 4 AL )
[, VB R T3 R A 56 41 AU
WA 2 R O, BRI A A, B Y
&PERe, ARG RN 2 dEERe S B M
CFRIE, SBT3 0 KRG SR A 1T R I
GAWNES mSgt .

| P —

OKDIE 1%

S I AT T OB A N R

== ééﬁla'ﬁﬁ{nﬁﬁ deer L w4
K2 SCRrg ot/ FE

3.2 %%Tﬁﬁﬁﬁﬁﬁﬂﬁﬁ¢$WmMﬂ
BT %Aﬁﬁﬁﬁﬂ%%¢%%$m%7u
SR T P IO 19 2% r ) S 8 v B
E,%Eﬁﬁﬁﬂﬁﬁlwm%¢i%%oﬂﬁ¢
R R TRV R B B B e A A R AR A T AR
A, RS SRR X SR U 2 18] R B AR R g
A FRTARES . B RS R T P RAEANRIEL & R
PERESHL KT S 8 s Plass) Mo
S FbR, VS5 R R AR A B AL 75 K AR 3 o
RIS, KT8 R AFE DI A VP2 I, XLt
I 52 189 SR 355 73 e vl AR DAy 6 A o SRR A v i A
o FARERHBLEIWIE 3 Fron, T 2iidds Bk mm)
NG i SRk R 3 PSS e T AN [F] I T] R Bk 1) 22
AR, AESRBURE R I 1 R P e s RO 2 A
LR M2 TR Al AR B R R P R RES HL

TG B o X TR I TR 2A 0 2 A 24
R, T E R 2SRRI S BE A G 1

DAL I 2542 Jay IR 45 It fit o TG Hp 4k 5 43 s h
AR SCHE RT3 100 RO 9 46 R 4L ) 5%
B —fRAEHIE P R SR EYT
QR MO AR S S AN RO M 2 T RERR RS T
IBER TR, BT R (FR S MR IC AR Ml —
A AR AN AR e, BRI A0 M 4%
HH (% R R AR AN 28, A s e B
J S E R S PEAE A R OE , Bl s+
ARER T o BT RUSEIN M SR M2 Fh i 2, L)

YEprg iR, B RO R R i hAR
AR 3PI BOE %, — Tl 70
B R PR AR AR YRS AL, S 1ok
e SIS, AT SRR AL

55
///niimk\\
P4 QUM —
'\i ¥ ‘/'
s

0
—— il - SR
B3 PRI RIS T S L

3.3 EFEASRBIBAMEERBLTSE

B RO P 2% T s B A R T LA
PS5 1) 2 A At S R IR R ORI, PRAIE S
PIKBIE EICAF 24, B SRS RA
LA WAL 4 B, R PR Pt AL BE
fii s DA S S A AT R . RIS DY
SEEBAE R RGBT SOET AL 2o
FAEA AT R, YR U Ay
S ARARY S R . ST i, f'
TP TR RO G S B B Tk %
T B A B R A A NP
A R R TR, KR TR
b fE R P, ElE TR Yo 2w
8] SRJEAHDEIN 20 B HEAN S P ) o e 4>
SRR TRL R, S EINTA]Fm] LA 2l 35 e 1
WL P P AT R PTEOT, n AL it S 5%
(K] “— 27 KARIGHDBCEY], KAITH T
IR RIVEE R S 7 M NI VA< 8 o -9 I w311 2 M e AN
HHR RS R B E F E B R, R AL E
(R sR,  SEBLBEIR I s R o

2019210-3



%9

TR AT B RO I BRI <171

TRl

—

e S .

-

4

B e

a2

-—

EICTE

AT

;.w\ﬁ\'

it |2 | i s e | g
WAL F 4 | BFi S | B A6 |—am| BEEAE 112
— ]
| T |
S S | :
| <:%;1 LR m§;>i — By LA
b S PR WDM 4%
e TR R 5 B 2Rtk 2 an T E s RoRE
34 BEFEASLNHARES ZEASETE e R
T 19 BRI 9 24 2 8 419 T LAy Cursmnnss [ oz )
o s B A TS5 SRR VS B S5 = |l
FeoR, A 26 B 10 1 30T LSRN e [ )
IR BB S R IR A b= il iz
AP E TR RIS O v, — | wrwmnnss winsimz )

SN TAERRAR, HALZ KA AR B8 12, YET
By RO 2% I i, T8 ST 9 4% A T
R A ER SR B R S PR AR, B IR
5 TAEEAE DR RE IS W B LS R %, A
PEm T A IR RI o 2 M2 rh LR v
PR WBEINS, 7 BN 52 R B 15 45 B H A B LI
TRy b, SERUN B IR AR . RS0
T2 MRk, WIS RRY N 2 AR T
BT IR MR TR X 2 7Rk T
SR T AR AR R RTINS I, 948 T
P BT REIG I ). SRR AR AL A 1 £
TET7 253 i K B AT & B Ry i
BT TR SRS (e, DATRI AL B S B 2 5 |
EEIERI . Fpkth, i 5 JioR, MR
b 25T SR AT A 1R A 4 A YRR,
AEEL 3 A&iktE: TR N 1—5—6—4, 2
LA AR WA 1— 2— 3—4 F 1—2—5—6—4.
RN Ra &t biranl e i A E S E A S
Ry R AT R AL

4 HEN AR

R P RO W 4 B A TSPk AL
PITERIRE, ARRALE—LERER I 2% 37 5 P (04 )

BaHmRE. Bk, e s, & 1%y

K6 wyayIn kM i masilsge

I3 R W25 AT LAy 0] 5 48 i R 2 v OST B DY 2 (W,
Mz e M 2B =) Mais, B
ez i . AN, B2 RO M 4%
{E— 2828 ity 5 IRis FPRAE R IRTEAT /4
41 ETERASRETAME

R IRAE W T ORI A% )RR it A
RS Atk prif il B s, B4k sBun
BURIE I H A 19 28 B M T A F IRDGET R 4, b
S BT — AN A I3 SRR Bl o A
(AT P25 o T I AV A AT R 4570 SOHUR B AL 4% A
N ARG, Bl lsff. k. P, Bl e
TG BIRSS « LEL P, & 03 SN UL )38 A
W AR AR, Ml A s T R B
ATIAE o AV ECBUR LRI ZE SR A5 i 25 At
FERIBUA R SEBEE R B :,  F5 ZEom i 1 b R H
TR R AHHEH R AT Internet 1%
4Vt (IPSec, Internet protocol security) Y ZZ4={L4y
JZW (TLS, transport layer security) 1224l %
M4 (VPN, virtual private network) 374K X £
05 43 SO 2 TR R AT S BRI 2%, T %
BB N HLAE I 0] DL IR e R 4 Ak A2 Al
W&l i B N, &l 7 frs.

2019210-4



R wOf o W

40 %

Htfir b

%aﬁﬁmw%ﬂl Cbﬁiﬂﬂ%ﬂZ
7 RIS R TR

42 ETREENMLE

QKD 5 &b LS LA M TG HDE R 45 (PON,

passive optical network) H', fRiE PON &7
WE %A BAEEAMAET PON 248 25 i
H— Mk 2y (OLT, optical line terminal) 5%
MM H.5C (ONU, optical network unit) ZEH:41
Ji&. OLT % 244 ifE AN F, 111 ONU
ZARAE L P T, HET— & OLT n k%S T
32~128 I ONU, FAPMLSS(E M OLT [i) Ry &
FIFTAH ONU, iy ATV 55 WIR AT 73 I T 58 5%
o il 8 Fra, PON A GG, #1 ONU
#Ar B E] OLT MM A MTHERR {5~ . P, 2720
A I e >k B 1k ONU Xf AN IE A #2050 1) 3 2k
ATOIWT o 2T IR T 52 Al FH o0 R P kAT
I /i, A DME R R R AT 0 R, BUE R
FARRRRITIE S AR 07 AT Ko AMEER
i, QKD wJ LUMR L i Ay HLAF BN P S AL (1) it vk 7
XK. i QKD R4L, wfE OLT Ml ONU g ] /™
AT 2 A B ), LA ONU P 4t
(RIS A, TN H i O A ] 38 2 R ) 2
Bt RAARRI N HAME . 34k, &w] A H]
OLT #| ONU Z A\ EH51E, HITaEAT T80
TSGR A, A QKD R24E

ONU I
QKD HL

QKD AL

ONU 2 :
QKDL

ONU 3 )
QKD‘{EW Bl

ONUn ¢
QKD % 5HHL

K8 B EPHS RIEAMRE

5 PON ML /R N M JZ I RL G . 5 R0 5 QKD
AYAH, PON H] QKD RGBS —*Xf £
QKD, HiicACikx 1% 5: FINZ 7 QKD #
RIATHEI SR
43 ETFERPEBHLIRBIEMLE

R B L T 7 R 4% 2 A B COh
R ey 3 s ) B — B4, R QKD [ 5
P, RIS &35 by, AT LK 258 0
RAE RS BN T sh Ao, PR i 2 g
Koty B AR SS 2 PEAS 2, "B Ll
AT BN S 2 R sl AT N - il 9 B,
HBEHS KM G T EHET5H KM
2 R R TR A I kb, DLRSEIR
(1) B R A i L, R TR o R I 4%
72 A TR 6 R 1 8 7 v B & 1) 2 A AR TR
(Bl SD K. SIM £, U J&. Z&O0RE), HT
B AE R () SRR 2 N o %07 A AL 4
(R BH o 0T 5, PTRIE S TR 3 B I AT 1) 22 4
PEs ARSI A PR O 7 28, AT LR £ 477
WUEFI 2518 % S P iy ok B B P i o SR e o

&

EZJJJ:V\\

@1((( )

e@_-@@,um

AL

B9 7 B o B R Bl £ it £ 199 2%

5 RREHRmIEHkK

%L%L,%¥F%Aﬁﬁﬁﬁﬁﬂmﬁ%‘
KT I B, AL GBS AT A At —
(RIBETE. AT BAT SCRR th SR X2 — Aﬁﬁm%
PIT 5 EEATI IR T2 R TR 7
YL RO, DL, &3 P Aot 4l
WEARIEARRAFAEF MKW . HEAHBR
FHLE, ARRAEMFENE . =R EATSEPE 3 ANy
T3 T A J o

FEMIEERSE LT T, T3 P10 A0 M 2% 1)
PRI T A MO M SR K CADEET il dnfT/EIA
JERIZ R AR T R I B A AR U T

2019210-5



%9

TR AT B RO I BRI

173 -

FE R 28 v VD T SR A S I L AR ) 2
SR P EURAR M BRI A, W 5 I 25 Bt
PRI T A

TEM T SEE 7T, W9 2 Bt T I A 1 SR DR 3%
DR PRI REON AR R R RO, L R Y
ik i 3 B0 P R AR ) R

6 ZERIE

HE 3B KBRS PR, % B EUF 45
TR C R S N . SR,
K B R T P OB GaE R T 2 T R
TP I I 2% T S R G B P 38 ) R 1
W, JCHCR R IR T s P K EBR MR T
S B AR 199 2% Fp 22 A SR IR AL, T 23
AT KR A SCH e 15 P10 K IROE k45
M E 58K . SRR L B 7 SONR K e 3L
ANTT AT T &R 4, DLIRe AR E 1%
B3 BRIt W 2% 1) e b i 2 %

Bk

[1] FOK M P, WANG Z, DENG Y, et al. Optical layer security in fi-
ber-optic networks[J]. IEEE Transactions on Information Forensics
and Security, 2011, 6(3): 725-736.

[2] RIVEST R, SHAMIR A, ADLEMAN L. A method for obtaining digi-
tal signatures and public-key cryptosystems[J]. Communications of the
ACM, 1978, 21(2): 120-126.

[3] FAUSTO M, WALTER F, JOSE S, et al. RSA encryption algorithm
optimization to improve performance and security level of network
messages[J]. International Journal of Computer Science and Network
Security, 2016, 16(8): 55-62.

[4] NINA S, MARIJA F, SZILARD Z, et al. Physical-layer security in
evolving optical networks[J]. IEEE Communication Magazine, 2016,
54(8): 110-117.

[5] PAUL A M D. The principles of quantum mechanics[M] 3rd ed. Ox-
ford: Clarendon Press, 1947.

[6] ISLAM N T, LIM C W, CAHALL C, et al. Provably secure and
high-rate quantum key distribution with time-bin qudits[J]. Science
Advances, 2017, 3(11): 1-6.

[71 LO H, CURTY M, TAMAKI K. Secure quantum key distribution[J].
Nature photonics, 2014(8): 595-604.

[8] DANNAR, JIM W H, PATRICK R R, et al. Long-distance decoy-state
quantum key distribution in optical fiber[J]. Physic Review Letter,
2007, 98(1): 1-4.

[9] SHOR P W, PRESKILL J. Simple proof of security of the BB84
quantum key distribution protocol[J]. Physical review letters, 2000,
85(2): 441-444.

[10] MOMTCHIL P, ANDREAS P, OLIVER M, et al. The SECOQC
quantum key distribution network in Vienna[J]. New Journal of Phys-
ics, 2009, 11(7): 1-37.

[11] PEEV M, PACHER C, ALLEAUME R, et al. Long-term performance
of the SwissQuantum quantum key distribution network in a field en-
vironment[J]. New Journal of Physics, 2011(13): 1-19.

[12] HUGHES R J, MORGAN G L, PETERSON C G. Quantum key dis-

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

(23]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

2019210-6

tribution over a 48 km optical fibre network[J]. Journal of Modern Op-
tics, 2000, 47(2-3): 533-547.

WANG S, CHEN W, YIN Z, et al. Field and long-term demonstration
of a wide area quantum key distribution network[J]. Optics express,
2014, 22(18): 21739-21756.

CAO Y, ZHAO Y L, YU X S, et al. Experimental demonstration of
end-to-end key on demand service provisioning over quantum key dis-
tribution networks with software defined networking[C]// In Proceed-
ings of the OFC. IEEE/OSA, 2019: 1-3.

CAO Y, ZHAO Y L, COLMAN-MEIXNER C, et al. Key on demand
(KoD) for software-defined optical networks secured by quantum key
distribution (QKD)[J]. Optics Express, 2017, 25(22): 26453-26467.
ZHAO Y L, CAO Y, WANG W, et al. Resource allocation in optical
networks secured by quantum key distribution[J]. IEEE Communica-
tion Magazine, 2018, 56(8): 130-137.

CAO Y, ZHAO Y L, YU X S, et al. Resource assignment strategy in
optical networks integrated with quantum key distribution[J]. Journal
of Optical Communications and Networking, 2017, 9(11): 995-1004.
WANG H, ZHAO Y, YU X, et al. Protection schemes for key services in
optical networks secured by quantum key distribution (QKD)[J]. Journal
of Optical Communications and Networking. 2018, 11(3): 67-78.

CAO Y, ZHAO Y L, WU Y, et al. Time-scheduled quantum key dis-
tribution (QKD) over WDM networks[J]. Journal of Lightwave Tech-
nology, 2018, 36(16): 3382-3395.

WANG H, ZHAO Y, YU X, et al. Resilient quantum key distribution
(QKD)-integrated optical networks with secret-key recovery strate-
gy[J]. IEEE ACCESS, 2019(05): 60079-60090.

CAO Y, ZHAO Y, WANG J, et al. SDQaaS: software defined net-
working for quantum key distribution as a service[J]. Optics Express,
2019, 27(5): 6892-6909.

ALEJANDRO A, VICTOR L, JESUS M M, et al. Virtual network
function deployment and service automation to provide end-to-end
quantum encryption[J]. IEEE/OSA Journal of Optical Communica-
tions and Networking, 2018, 10(4): 421-430.

ALEJANDRO A, EMILIO H, PAUL ANTHONY H, et al. Secure
NFV orchestration over an SDN-Controlled optical network with
time-shared quantum key distribution resources[J]. Journal of
Lightwave Technology, 2017, 35(8): 1357-1362.

AGUADO A, LOPEZ V, LOPEZ D, et al. The engineering of soft-
ware-defined quantum key distribution networks[J]. IEEE Communi-
cations Magazine, 2019, 57(7): 20-26.

CHOI I, YOUNG R J, TOWNSEND P D. Quantum key distribution
on a 10Gb/s WDM-PONI[J]. Optics express, 2010, 18(9): 9600-9612.
YOSHINO K, OCHI T, FUIIWARA M, et al. Maintenance-free opera-
tion of WDM quantum key distribution system through a field fiber
over 30 days[J]. Optics express, 2013, 21(25): 31395-31401.
YOSHINO K, FUIIWARA M, TANAKA A, et al. High-speed wave-
length-division multiplexing quantum key distribution system[J]. Op-
tics letters, 2012, 37(2): 223-225.

GILLES B, FELIX B, NICOLAS G, et al. Multiuser quantum key
distribution using wavelength division multiplexing[J]. Applications of
Photonic Technology ,2003(5260):149-153.

BORIS K, CHARLES C L, RAPHAEL H, et al. Provably secure and
practical quantum key distribution over 307 km of optical fibre[J].
Nature Photonics, 2015(9): 163-168.

TANAKA A, SASAKI M, FUIIWARA M, et al. Field test of quantum
key distribution in the Tokyo QKD Network[J], Optics Express, 2011,
19(11): 10387-10409.

YIN H, CHEN T, YU Z, et al. Measurement-device-independent
quantum key distribution over a 404 km optical fiber[J]. Physical Re-
view Letters, 2016(117): 1-5.

CHEN W, HAN Z, ZHANG T, et al. Field experiment on a “star type”
metropolitan quantum key distribution network[J]. IEEE Photonics



<174+

WG

1R

40 %

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

Technology Letters, 2009, 21(9): 575-577.

STUCKI D, GISIN N, GUINNARD O, et al. Quantum key distribu-
tion over 67 km with a plug&play system[J]. New Journal of Physics,
2002, 4(41): 1-8.

DIXON A, DYNES J, LUCAMARINI M, et al. High speed prototype
quantum key distribution system and long term field trial[J]. Optics
express, 2015, 23(6): 7583-7592.

CHEN T Y, WANG J, LIANG H, et al. Metropolitan all-pass and
inter-city quantum communication network[J]. Optics express, 2010,
18(26): 27217-27225.

GREEN P E, COLDREN L A, JOHNSON K M, et al. All-optical
packet-switched metropolitan-area network proposal[J]. Journal of
Lightwave Technology, 1993, 11(5/6): 754-763.

KAORU S, TOSHIMORI H, MIKIO F, et al. Performance of
long-distance quantum key distribution over 90-km optical links in-
stalled in a field environment of Tokyo metropolitan area[J]. Journal of
Lightwave Technology, 2013, 32(1): 141-151.

STEFANO P, CARLO O, GAETANA S, et al. High-rate measure-
ment-device-independent quantum cryptography[J]. Nature Photonics,
2015(9): 397-402.

LI C, ZHOU H, WANG Y, et al. Secure quantum key distribution
network with Bell states and local unitary operations[J]. Chinese
Physics Letters, 2005, 57(12): 1049-1052.

TOLIVER P, RUNSER R, CHAPURAN T, et al. Experimental investiga-
tion of quantum key distribution through transparent optical switch ele-
ments[J]. IEEE Photonics Technology Letters, 2003, 15(11): 1669-1671.
TAKEOKA M, GUHA S, WILDE M M. Fundamental rate-loss
tradeoft for optical quantum key distribution[J]. Nature Communica-
tions, 2014, (5): 1-7.

PATEL K, DYNES J, CHOI 1, et al. Coexistence of high-bit-rate
quantum key distribution and data on optical fiber[J]. Physical Review
X, 2012(2): 1-8.

XIA T, CHEN D, WELLBROCK G et al. In-band quantum key distribu-
tion (QKD) on fiber populated by high-speed classical data chan-
nels[C]//Optical Fiber Communication Conference. IEEE/OSA, 2006: 1-3.
PATEL K, DYNES J, LUCAMARINI M, et al. Quantum key distribu-
tion for 10 Gb/s dense wavelength division multiplexing networks[J].
Applied Physics Letters, 2014, 22(19): 1-4.

QI B, ZHU W, QIAN L, et al. Feasibility of quantum key distribution
through a dense wavelength division multiplexing network[J]. New
Journal of Physics, 2010(12): 1-18.

RUNSER R, CHAPURAN T, TOLIVER P, et al. Demonstration of 1.3
pm quantum key distribution (QKD) compatibility with 1.5 um met-
ropolitan wavelength division multiplexed (WDM) systems[C]// Opti

[47]

[48]

[50]

[51]

[52]

[53]

[54]

cal Fiber Communication Conference. IEEE/OSA, 2005: 1-3.
THIAGO F, GUILHERME B, GUILHERME P, et al. Impact of Ra-
man scattered noise from multiple telecom channels on fiber-optic
quantum key distribution systems[J]. Journal of Lightwave Technology,
2014, 32(13): 2332-2339.

WANG L, HONG C, FRIBERG S. Generation of correlated photons
via four-wave mixing in optical fibres[J]. Journal of optics B: Quan-
tum and semiclassical optics, 2001, 3(5): 346-352.

TURITSYN S K, ANIA-CASTANON J D, BABIN S A, et al. 270-km
ultralong Raman fiber laser. Physical review letters, 2009, 103(13): 1-4.
HARALD R, SYLVIA S, ANDREAS P, et al. Quantum key distribu-
tion integrated into commercial WDM systems[C]/ Optical Fiber
Communication Conference. IEEE/OSA, 2008: 1-3.

MCCORMICK C F, MARINO A M, BOYER V, et al. Strong
low-frequency quantum correlations from a four-wave-mixing ampli-
fier[J]. Physical Review A, 2008(78): 1-5.

ZHU W, CROZIER K B. Quantum mechanical limit to plasmonic
enhancement as observed by surface-enhanced Raman scattering[J].
Nature Communications, 2014(5): 1-8.

NEJABATI R, WANG R, BRAVALHERI A, et al. First demonstration
of quantum-secured, inter-domain 5G service orchestration and
on-demand NFV chaining over flexi-WDM optical networks[C]// Op-
tical Fiber Communication Conference. IEEE/OSA, 2019: 1-3.

[HEEEIT]

T (1994- ), L, HMBERA, JLiTlE
NG 1 B4 W o3 0| S TS e ok P2
KM L%

BKH (1981- ), B, WHALFE LA, 1,
JE AT B R 2 8%, 2 B9 0 18] R il
M2, BT EHS R M. N TR ALk
R N g TRl I 4%

MEANINE

BokH), #IZ, BRIEFSHFFAFELSRFH. 2018 F, YL “BHARNLIEHHRK RREFER
WHFHFAF ALK, 2014 F24, KR SCIRZHX 108 5, LA E k#2754, @4
Y4 66 F; —REAVALE SCI#£X 40 &, Google ¥ K3 Rit 2 800 &k; EFRABAFRIRSE 18
R, RIFERFRSURMAEAL 6 F; BMFAEE 103, KAERLAEH 420, RILEGFF

FRZE 10 B, A% — editor &£k —3R ITU 474, T E RiB4TATAE 2 A,

I R A 3

BAFE LR 9 K, P VAFE T RAREFATF 2019 B FAL o5 —F £ ( e@d49F ); 3243 2018
Fb BiBZFAFFAEE, 2018 FF B & FHAMMAIFTRRENSAL,

2019210-7



	17-190371-‰N.pdf

